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INTEGRATION WITH ARUBA
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WHAT YOU WILL LEARN

> Run the wizard to setup a guest network
> Add IDM as the RADIUS Server

> Set IDM as the external web portal

> Configure IDM for the Aruba Controller



LOGIN TO THE WEB CONSOLE

Mem S®



START THE WLAN WIZARD

1. Configuration > WLAN/LAN Wizard

A DD N

notworks

Dashboard M

WIZARDS
AP Wizard
Controller Wigsrd
WLAN/LAN Wizard
License Wizard

Y CONTROL
1

Network > Contr¢

System Settings

Controller Role




CHOOSE THE DEPLOYMENT SCENARIO

J—p— 1. Select Campus Only

MOBILITY
noetworks

®onostics Maintenance Plan
[ Save Configuration] Logout admin

Dashboard Monitoring

Configure WLAN/LA

@ Campus Only -- all of the access points will be physically connected to the local controller

, Remote Networking -- some of the access points will be deployed at remote locations

Campus Wireless

N e

Controller

[ Begin ] [Cancel]

B S 2. Click Begin




SELECT THE AP GROUP

1. Select default

ARUBA  \0BILITY CONTROLLER

networks

Configure WLAN/LANs

Wirel

8 Group

(7] Help
Group to Configure

B workflow

Specify G b to Configure

An AP group i
Default. If yo

set of APs that share Wireless LAN parameters. Initially there is a single group named
ish, you can create multiple groups. More...

Group | default | New

Note: The setting you select in the Wireless LAN will apply to the Group you select here. If y
configure multiple groups you can make multiple passes through Wizards.

Finish

Dashboard = Monitoring Configuration Diagnosf enance  Plan Save Configuration Logout admin




CREATE THE GUEST WLAN

ARUSA  \VOBILITY CONTROLLER | Aruba620

|8 =
networks

Logout admin
Create a new WLAN

Dashboard Monitoring Diagnostics Maintenance Plan

Configure WLAN/LANs

I - L

W workfiow O Help Specify Wireless LAN (WLAN) for Group de
WLAN

WLANSs. You can edit an existing WLAN or create a new
Psigned to multiple AP groups. Edit the shared WLAN if you
ect only the selected AP group. More...

APs are organized into AP groups, and each AP group can a
WLAN. If you choose to edit an existing WLAN, note that W
wish to affect all AP groups, or edit a copy of the WLAN if

Forwarding Mode

AP Groups All WLANs
default

Radio & VLAN

Internal/Guest

Authentication and Encryption New Copy

Create new WLAN named:

) You can: |aruba-guest-network |
Captive Portal =% Select an existing WLAN i
=% Create a new WLAN by se ok | cancel | icking New
= Create a new WLAN by se any Group and clicking Copy
Authentication Server = Share a new WLAN that belongs to another Group by selecting the WLAN and clicking Share

Roles & Policies

Role Assignment

WLAN Configured

[ Back ] [ Next ] [Cancel]
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SPECIFY THE FORWARDING MODE

ARUSBA  \VOBILITY CONTROLLER | Aruba620

1. Select Tunnel

Dashboard Monitoring Configuration Diagnostics Maintenance Plan

Configure WLAN/LANs

T - EE

L LA 9 Help Specify Forwarding Mode fo 'guest-network in Group default

WLAN

APGroup: default o -
SSID: aruba-guest-network The Forwarding Mode provid

the IPsec tunnel. More..
H Forwarding Mode

Forward Mode:

ge of options for forwarding traffic back to the controller through

In Tunnel mode, the traffic is forwarded back to the controller through

Radio & VLAN (&) Tunnel
the IPsec tunnel.

) Decrypt-Tunnel

Internal /Guest ~ Bridge

Authentication and
Encryption

Captive Portal
Authentication Server
Roles & Policies

Role Assignment

WLAN Configured

[ Back ] [ Next ] [Cancel]
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SPECIFY THE RADIOS AND VLAN

ADIIDR |,

VIOBILITY CONTROLLER | Arubas20

networks

Monitoring Configuration

1
Configure WLAN/LANs

oo [ wreeiae

| © Hep Specify Radio Type and VLAN for aruba

Dashboard Diagnostics Maintenance Plan

Specify VLAN

WLAN

APGroup: default
SSID: aruba-guest-network

Forwarding Mode
Tunnel

Radio & VLAN

Internal /Guest

Authentication and

Encryption

Captive Portal

Authentication Server

Roles & Policies

Role Assignment

WLAN Configured

[ Back ] [ Next ] [Cancel]
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SPECIFY THE WLAN IS FOR GUESTS

ARUSBA  \OBILITY CONTROLLER | Arubas20

VIUBIL
networks

Dashboard Monitoring f Diagnostics Maintenance Plan
Configure WLAN/LANs
BT - [
B workflow O Help Specify whether WLAN is for Interg
WLAN network in Group default

APGroup: default

SSID: aruba-guest-network Guest WLANSs allow guests to access

) WLANs are not encrypted, and a
Forwarding Mode employ encryption and strong
Tunnel

er 2 authentication. More...

Is this WLAN intendg internal use or for use by guests?

Radio & VLAN B
Radio Type: all ) Internal

VLAN: 1
() Guest
Internal/Guest

Authentication and

Encryption

Captive Portal

Authentication Server

Roles & Policies

Role Assignment

WLAN Configured

1.

flest use for aruba-guest-

Specify Guest

et, while blocking access to the internal network. Guest
Equire Web-based authentication. Internal WLANs typically

[ Back ][ MNext J[CanceIJ
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CHOOSE THE AUTHENTICATION

ARUSBA  \OBILITY CONTROLLER | Arubas20

VIUDIL

1. Choose
Dnas’h:):a:d' : .Monitoring f Diagnostics Maintenance Plan “With aUthentication,’

Configure WLAN/LANs

I : [T

B workflow © Help Specify Authentication and Encryptiope# F=guest-network in

WLAN Group default
APGroup: default

SSID: aruba-guest-network Ow are grouped by the level of security they

The authentication and encryptio
guarantee. More...

Forwarding Mode

Tunnel More

Secure
Radio & VLAN : ) L . .
Radlo Type: all ‘!’ i aptive portal vq.nth authentication via credentials(username and
VLAN: 1 ’ password) provided by user.
Internal/Guest _ Captive Portal with email registration.User's email is required but
Guest not verified

Authentication and - Captive Portal with no authentication or registration

Encryption

- Direct access to Internet (no Captive Portal)

Captive Portal
Less
Secure
Authentication Server

Roles & Policies

Role Assignment

WLAN Configured

[ Back ] [ Next ] [Cancel]
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DON’'T CHOOSE ANY CAPTIVE PORTAL
OPTIONS

ARUSA  MOBILITY CONTROLLER | Arubas20

notworks

Dashboard = Monitoring Configuration Diagnostics =~ Maintenance  Plan Save Configuration Logout admin
Configure WLAN/LANs

EET N : Cr

B workflow O Help Specify Captive Portal Options for aruba-guest-network in Group
WLAN default

APGroup: default
SSID: aruba-guest-network

Captive portal provides web-based authentication. If captive portal is enabled, users who connect to this
i WLAN must authenticate by opening a web browser. They will be automatically redirected to the captive
Forwarding Mode portal page and required to provide a username and password. Usernames and passwords can be
Tunnel stored either in a local database or on an external RADIUS server. More...

Radio & VLAN / Enable Captive Portal

Radio Type: all

VLAN: 1

Internal /Guest Template Custom HTML
Guest

Page Design Welcome Text Policy Text
Authentication and i i 2

Encryption Background: |_ Default Image - v|
Guest

N ADImA
Captive Portal Logo: ' Choose File | no file selected

Authentication Server

- Refresh >>
Roles & Policies .

Preview current settings
Role Assignment

WLAN Configured

[ Back ] [ Next ] [Cancel]
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ADD IDENTITY MANAGER AS AN
AUTHENTICATION SERVER

A DD )

ILITY CONTROLLER | Arubas20

noetworks

Dashboard Monitoring Diagnostics Maintenance Plan 1 ] S peCIfy n eW Se rve r

Configure WLAN/LANs >’

Tomw T R s ave

B workflow O Hel
&P Specify Authentication Server for aruba-guest-networ] Hefault
WLAN
ERGIDUD:S el An enterprise environment typically uses an external RADIUS server fg gn. The controller also

S I LS has an internal database that can be used for small scale or test deg ore...

Forwarding Mode

R | 2. Enter the details
e = of your IDM

Internal /Guest
Guest

() Select from known sep

Authentication and TGt e ety

Encryption
Guest
) Server type: @ RADIUS () LDAP
S e o
1P address: |192.168.1.27 S h d t k h Id
Authentication Server Auth port: i1812 are Secre ey S Ou

o o match what you enter on IDM later

Roles & Policies Shared key: eeees

Retype key: |

Role Assignment
Ok

Cancel

WLAN Configured
Back
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ALLOW THE PRE-AUTHENTICATION
TRAFFIC TO IDM

A A MOBILITY CONTROLLER | Aruba620 =l [ -
networks
Dashboard Monitoring Diagnostics Maintenance Plan Save Co
c DaAa-(JucC C U JUC
Configure WLAN/LANs
I - of:
B workflow O Hel
B Specify Roles & Policies for aruba-gues efault
WLAN
APGroup: default q N " q s -
1R e Each authenticated client is assigned a role resources to which the client
S22 AL ST of policies, and each policy has a list of applied in order, and the client's ac C|E . . . . .
- that matches. Policies can be shar: ultiple roles. More...
Forwarding Mode
Tunnel Roles/Policies/Rules Policy Details Role VLANs
S 'f Roles Policies for aruba-guest-n... Policy Sharing
3- peCI y guest logon-contro Source  Dest Service Action The policy
captiveportal 8 also used
. . user any udp deny uest-lo / Ne
destination sy ay sy pemit | lgon
any any svc-dns  permit
aS IDM any any svc-dhep permit - 2 A4
any host ... svc-... permit .
: A | v [[oekete [[a][V]
Captivd
Enabled Add...
| host | service - -

Host IP: Service:
|192.168.1.27 | | svc-https (tcp 443) : )

Ok Cancel 0Ok Cancel

Back N Cancel
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SET THE ROLES

ARUBA  \0BILITY CONTROLLER | Arubas20

VIOBILI
notworks

Dashboard Monitoring Configuration Diagnostics Maintenance Plan Save Configuration

Configure WLAN/LANs

I - T

B workflow (7] Help

WLAN

APGroup: default

SSID: aruba-guest-network After being authenticated, each client is assigned a role, which determine.

can assign the same role to all clients, or assign server-derived roles
- authentication time. More...
Forwarding Mode

Tunnel Pre-authentication role: | aruba-guest-network-guest-logon + |

Authenticated role: | guest * |
Radio & VLAN o
Radlo Type: all
VLAN: 1
Internal /Guest

Guest

Authentication and Encryption
Guest

Captive Portal
Enabled

Authentication Server
N/A

Roles & Policies
2 Roles, 0 Policies

Role Assignment

WLAN Configured

Configure Role Assignment for aruba-guest-network in G

1. Set the Roles

Burces to which the client will have access. You
on attributes returned by the authentication server at

[ Back ] [ Next ] [Cance[]
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FINISH THE WIZARD

. e 2 S
ARURA  \voBiL ROLLER | Arubas20

Dashboard ~ Monitoring ~ Configurat i Plan Save Configuration Logout admin
Configure WLAN/LANs

1 2

B Wworkflow © Help

WLAN Configuration is Complete
WLAN

APGroup: default
SSID: aruba-guest-network

Logout admin

of the WLAN g k is complete. More...

Forwarding Mode
Tunnel % If you wish to configure another WLAN, click here.

To repeat Wizard for another Group, click again.

Radio & VLAN wireiess LANS

Radio Type: all
VLAN: 1

Internal/Guest
Guest

Authentication and Encryption
Guest

ill be applied when you click the Finish button.

Captive Portal
Enabled

Tue Jul 31 2012
Authentication Server

Roles & Polici
2 Roles, 0 Policies

Role Assignment
Pre-authentication role: aruba-guest-
network-guest-logon
Post-authentication role: guest

WLAN Configured

»2 Wireless LANs
WLAN1 (Created)

WLAN
APGroup: default
SSID: aruba-guest-network

Farwardina Made

[ Back ] [ Finish] [ Cancel ]
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REDIRECT TO THE IDM PORTAL

Configuration >

A DD §

MOBILITY CONTROLLER | Arubas20
networks
Dashboard Monitoring Diagnostics Maintenance
WIZARDS Security > Authentication > L3 Authentication
AP Wizard Servers = AAA Profiles | L2 Authentication

Controller Wizard

WLAN/LAN Wizard [=] Captive Portzl Authentication Profile

Plan

Captive Portal Authentication Profile > aruba-guest-network-

License Wizard = cp_prof
Default Role
NETWORK -
Controller network_srvgrp Redirect Pause

-kpw10
VLANs

2. Select
| Aruba-guest-
network-cp_prof

AP Installation
MANAGEMENT
General
Administration
Certificates
SNMP
Logging
Clock

Guest Login

Use HTTP for
authentication

Logon wait maximum
wait

Show FQDN
Login page
Show Welcome Page

Allow only one active
user session

Black List

Save Configuration

L3 Authentication

SECURITY >
Authentication >
L3 Authentication

User Rules

Show Reference | Save As

Iguest | Default Guest Role

|0 sec User Login

Logout popup window

6. Enter https:/{IDM-Name}/portal/{Controller-1P}/

7. Enter https:/AIDM-Name}/portal/{Controller-IP}/success

17 |




ADD THE CONTROLLER TO IDM

" RADIUS Clients

Name:

Device IP Address / Prefix Length:

Secret:

Type:

Description:

4. Specify Aruba
for the Type

Port:

3799

Save

|| cancel |

Enter a name (used for description only)

2. Enter the IP address
of the controller

Aruba-600

10.10.20.2/32

. Enter the same
shared secret
used on the
Aruba RADIUS

setup

18 |



Thank you




